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Abstract — We investigate fundamental properties
of biometrical identification systems. We focus on the
capacity, i.e. a measure for the number of individuals
that can be reliably identified. It can be expressed
using standard information-theoretical concepts.

I. MODEL DESCRIPTION, RESULT
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We assume that there are M individuals with indices w €
{1,2,---, M}. To each individual there corresponds a biomet-
rical data sequence ¥ = (z1,22, -+ ,xr) with components z;
for [ = 1, L that assume a value from an alphabet X. Sequence
x¥(w) is the sequence for individual w for w € {1,2,--- ,M}.
It is supposed to be generated at random according to

Pr{X*(w) =2"} = [] Q), for all 2" € X*, (1)
1=1,L

hence each biometrical data sequence is produced by an i.i.d.
source with distribution {Q(z) : x € X'}.

In the enrollment phase all biometrical data se-
quences are observed via a memoryless enrollment channel
{¥, P.(y|z),X}. Y is the enrollment output-alphabet and

Pr{Y*(w) = y"| X" (w) = 2" (w)} = [] Pe(milzi(w)) (2)
1=1,L

for all y* = (y1,92,--- ,yr) € Y and individuals w. The
resulting enrollment output sequences y* (w) are all stored in
a database.

In the identification phase the biometrical data sequence
z¥ (w) of an unknown individual w € {1,2,--- , M} is observed
via a memoryless identification channel {Z, P;(z|z), X}. Z is
the identification output-alphabet and

Pr{z" = 2" |X"(w) = 2" (w)} = [] Pizln(w)) (3)

I=1,L

for all 2 = (21, 22, - - , z1.) € Z%. The resulting identification
output sequence z” is used by a decoder that can access all
enrollment output sequences y=(1),y%(2),--- ,y"(M) in the
database. This decoder produces an estimate of the index of
the unknown individual, i.e.

w=d (" y (0,5 @),y D). (4)

We assume that the estimate w € {e,1,2,--- , M}, thus an
erasure € is also a valid decoder output. The two relevant
system parameters are the mazimal error probability*

prax & max Pr{W # w|W = w} (5)
and the rate
Al
R= T log M. (6)

The capacity of a biometrical system is C if for any § > 0
there exist, for all large enough L, decoders that achieve

R > C-4g,
P < (7
Theorem 1 The capacity C of a biometrical identifi-

cation system is equal to I(Y;Z) where P(y,z) =
ZZEX Q(x)Pe(y|x)P;(z|x) for ally € Y and z € Z.
The achievability proof is based on typicality (see e.g. [1]).

The converse is Fano-type.

IT. AN EXAMPLE
Let X be Gaussian, zero-mean, with variance P. Moreover let

Y =X+ N, Z=27+Ni, (8)

with zero-mean Gaussian noise variables N. and N; having
variances o2 and o2 respectively. Then
P
)@

024 0%+ oc202/P
This demonstrates that the channel from Y to Z is not the
cascade of the enrollment channel and the identification chan-

nel. A similar conclusion was obtained in [2] in which the
emphasis is on detection.

1(Y;2) = %log (1+

III. REMARK
We did not consider the probability that an individual, that
did not undergo the enrollment procedure, is identified as one
of the individuals that did enroll properly. For rates R smaller
than I(Y; Z) this probability can also be made smaller than
any € > 0 by increasing L.

In order to achieve capacity we should increase the block-
length L. However in practise we are more interested in
achieving a small error probability for a given number of indi-
viduals than to achieve capacity. Still the capacity is a funda-
mental limit that tells us what we can expect from a certain
system.
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1The stochastic processes that play a role here are the generation
of the biometrical data sequences and the transmission of these
sequences over the enrollment and identification channel.



