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Abstract. This paper summarizes considerations and rationales for the design of
a watermark detector. In particular, we relate watermark detection to the problem
of signal detection in the presence of (structured) noise. The paper builds on
the mathematical results from several previously published papers (by our own
research group or by others) to verify and support our discussion. In an attempt
to unify the theoretical analysis of watermarking schemes, we propose several
extensions which clarify the interrelations between the various schemes.

New results include the matched filter with whitening, where we consider the
effect of the image and watermark spectra and imperfect setting of filter coef-
ficients. The paper reflects our practical experience in developing watermarking
systems for DVD copy protection and broadcast monitoring. The aim of this pa-
per is to further develop the insight in the performance of watermark detectors, to
discuss appropriate models for their analysis and to provide an intuitive rationale
for making design choices for a watermark detector.

1 Introduction

The understanding of reliable methods to detect embedded data or watermarks has pro-
gressed substantially over the past years. Many of the first proposals for watermarking
emerged from the image processing community. It was also recognized that detection
theory and spread-spectrum communication have several aspects in common with wa-
termark detection, and results from these fields are now also exploited to improve the
detection performance. This paper reviews the relation with detection theory and de-
velops an intuitive understanding of the behavior of various approaches to watermark
detection. It is not intended ashew torecipe, but rather as an attempt towards the
development of a better understanding and a unified and more rigid theoretical model-
ing of watermark detection. Hitherto, several detection principles have been proposed
and verified experimentally, but theoretical support often was meagre. Our discussion
mostly refers to theoretical models, rather than to experiments. Nonetheless most of
the models have been verified by experiments reported in previous publications. New
results are obtained to further verify and illustrate detection performance. Our exper-
iments have been conducted during the development of watermarking systems, both
for a consumer electronics application, viz., the JAWS systgrf] proposed by the
Millennium Group as a solution to DVD copy protecti@h[and for a professional ap-
plication, viz., the VIVA system for automated monitoring of advertisements and news



clips in television broadcastg][ In this paper, we address a large and important class
of watermarks in which a pseudo-noise pattern is added to the luminance of the im-
age pixels. This watermarking technique may involve adaptive embedding, based on
perceptual masking modelg][

We are most concerned with the applicatiorofbedded signalinge., of carrying
additional data along with images or video. The three prime optimization criteria are
low perceptibility, cost (intemately related to complexity), and robustness against com-
mon processing operationg]] Robustness against intentional attempts to remove the
watermark, and confidentiality in covert communication (hiding the fact that additional
data is embedded) are of secondary importance. We do not specifically address the tem-
poral aspect of motion pictures, so our results apply to images as well as to video. It
has been shown that a watermark embedder can exploit its knowledge about the image.
This leads to the modeling of a communication channel with side information at the
transmitter P]. Our paper (which primarily focusses on detection) ignores this aspect.

The outline of the paper is as follows. Section 2 formulates a watermarking model
and defines parameters that we will use in our discussions in Section refsec:3. The sub-
sections of Section 3 address specific watermark detectors or refinements of these. Our
discussion progresses from very basic schemes, such as the correlator in Section 3.1,
and develops further sophistications step by step. Section 3.2 discusses some important
ingredients of the correlator concept, in particular the size of the watermark alphabet.
Section 3.3 addresses non-stationarity in the image. It justifies Wiener filtering on the-
oretical grounds, but finds that under slightly different assumptions for the embedding
process, another adaptive filtering is preferable. The model in Section 3.4 addresses
spectral prefiltering, but finds shortcomings in some implementations, which can be re-
solved by the whitening filter of Section 3.5. Section 3.6 provides a frequency-domain
interpretation of the whitened matched filter. It extends the classic discussion of whether
one should mark the perceptually relevant or irrelevant areas of the image. This section
also relates the effect of MPEG compression to the theory of quantization and dither-
ing. Section 3.7 discusses phase-only matched filtering and relates this to the theoretical
model of Section 3.3. Section 3.8 discusses the problem of threshold setting. $€ction
supports the discussion of Section 3 by a mathematical analysis. It provides a derivation
of new results for watermark detecting with imperfect prefiltering. Se@ezoncludes
the paper.

2 Preliminaries

We consider two stochastic processig:generates watermark4 and P generates
imagesP. Processed images, derived fr@mwill be denoted a® andR. The water-
mark is seen as a random process because it is created from a pseudo-random sequence
generator, which is fed by a randasaed We want our system performance to be suf-
ficiently independent of the choice of this seed. Earlier analysis has shown that this
can be ensured if certain restrictions are imposed on the sequence generation process.
DC-freeness is one such requiremedjt [

The image and its watermark have a sizeNafby N, pixels with a total ofN
N; N, pixels. The intensity level (calledminancé of the pixel with coordinates



(N1, Nn2),(0<ng <N;—10=<n; <N —1) forimageP (upper case!) is denoted
as p(n) (lower case!). The set of all pixel coordinates is denoted.ad/e restrict our
discussion to gray scale images in whiatin) takes on real or integer values in a certain
interval. Whenever convenient we will repres@iufi) as az-expressiorp(Z) defined by

pP@) =) pMz " =) piz"z". (1)

neA neA

2.1 Image Model

In some (but not all) analyses, we will make the simplification that the stochastic pro-
cessedV andP are wide-sense stationary (WSS) and ergodlidjy ergodicity we are
allowed to approximate the statistidath momentuy(p) by the spatiak-th moment
mi(p), viz.,

o 1 >
n(p) = E[pK] = me(p) = - 3 p (). 2
feA
WSS means that the statistical autocorrelation fundfipp(i, M) only depends on
the difference vectoA = (A1, Ay) = (i — m). That s,

L 1 L
Fp.p(n,m) = E[p(M) p(M)] = Cpp(A) = o Y p)p(F + A). 3)

A simple model for images is the first-order separable autocorrelation funéion [

Cp.p(R) = m(p) + 0 2o, (4)

where|&| = |A1] + |Az|. The standard deviatiosy, is defined asrg = my(p) —
mf(p). The quantitiesn; (p) andmy(p) are referred to as theC-componenand the
powerof the imagep, respectively. The value reflects the correlation between adja-
cent pixels in the image. In other parts of the discussion we refine the WSS, ergodicity
and autocorrelation models by assuming that these properties only apply locally.

We denotep(ii) as the DC-free component of the image, thapig) = p(i) —
ml(p)! SO

Cop(A) = ool (5)
To avoid problems discussed elsewhétk ye will assume that in the watermark

detector all signals have been processed by subtracting the DC-component such that
p = p, or, equivalentlym;(p) = 0.



2.2 Watermark Model

A watermarkw (i) is modeled as a sample drawn from the stochastic pratesthe
energyin a watermarkw equalsNC,, ,,(0) = Nmy(w) and is denoted a&,,. Similarly
as in the case of images we assume thé DC-free, i.ev = w. White watermarks
have a spatial autocorrelation function which approaches the discrete Dirac distribution
when the image size is large enough: A) = N~1E,8(A).

Our method of creating Bbw-pass watermarks by spatially filtering a white wa-
termark sourc&V with a first-order two dimensional spatial smoothing IR filg«),

S = L- 5 (6)
(1-Bz;H(1-BzY
In this case the autocorrelation becomes:
E
_ W glA|

Couw(A) = % (7)

The watermark is embedded according to
r(f) = p) + ¢ (M) w(h), (8)

where¢ (i), (¢(i) > 0) denotes a local embedding depth, which adaptively de-
pends on a local neighborhoodi@fMostly, a global embedding depth condition guar-
antees tham,(¢w) ~ my(¢)my(w) equalsk,, /N, thusmy(¢) = 1.

3 Discussion

Several early paper®][?] [?] propose a watermarking system which is equivalent to
increasing the luminance of one set of pixels in the image by one quantization step, and
decreasing it by one quantization step in a second set of pixels. The number of elements
in both sets was taken equal. Thuse {—1, 0, +1}. We denoteA_ = {ii : w(i) =
—1}andA, = {ii : w(i) = +1}. Here, A, N A_ =@ andA, U A_ C A Watermarks

are detected by computing the sum of all pixel luminance values at locations where
the watermark is negative, i.&, = Y 5_, r(f) and the sum of all luminance values
where the watermark is positive, i.s,, = Zﬁe& r(A). Then, an expression such as

d = (s; —s_)/N is used as a decision variable. This scheme was later improved and
the underlying model generalized to include

adaptive embedding, to exploit masking properties of the image,

real-valued watermarks,

embedding in different domain such as the DCT transform domain

methods to exploit correlation in image pixels to improve the detector performance



3.1 Generalization to correlation

The detector of the previous subsection is a special casecofralator detectoror
matched filte{ ?]. In a correlator detector, a decision variablés extracted from the
suspectimag® = {r (1)} = P + W according to correlation with a locally stored copy
of a (not necessarily equal) watermalikn), so

d=Cy,(0) = % > By (fi) = dp + dy. 9)

Here the watermark contributiodh, equalsd, = C; ,,(0) if the watermark is
present andl, = O otherwise. The image contributialy = C; ,(0) is a zero-mean
projectionof the imagep on the watermarkp. Its variance determines the amount of
noise or interference to the watermark.

Ignoring some subtleties, the matched filter theor@nchn be summarized as
the statement thab (i) = w(i) is the optimum choice for the local copy. Impor-
tant assumptions are that the watermark signal (and its location or phase) are known
and that the noise is additive, white and Gaussian. Under these conditions the deci-
sion variabled has the best achievable signal to noise ratio SNR, which is defined as
g = my(d,)/mo(dp). Also, onced is known, no other properties can be extracted from
R that would further improve the detector reliability.

The white noise assumption is equivalent to assuming that pixels in an image have
random luminance values, independent from pixel to pixel. This may not model real-
world images very well, but the matched filter theory also provides a foundation for
further improvement, in casu thehitened matched filtawhich we will address later.

The Gaussian assumption may also lack realism, but up to now we have not found
any paper in open literature which describes how to exploit the precise probability dis-
tribution of image luminance values to enhance detector reliability. Experiments, e.qg.
[?][?], confirmed that after accumulation of many pixelg(w) has a Gaussian distri-
bution if N is sufficiently large and if the contributions to the summing are sufficiently
independent. In7] the model for the tails of the distribution is refined, leading to the
conclusion that the Gaussian assumption for correlation values leads to pessimistic pre-
dictions for false positives.

3.2 Corollary

The concept of the matched filter directly suggests how to handle watermarks which
draw w-values from a larger alphabet th&r 1, 0, +1}. The matched filter detector
multiplies every pixel of the suspect image with the luminance value of the reference
watermark,w = w. Thus, the detector should weigh most heavily the pixels (or fre-
quencies) in which most watermark energy has been put, in fact, the best weighing is
proportionally to the strength of the watermark. The use of a multi-valued watermark
has several advantages.

— Itis stronger against specific attacks, such as collusion att@tks fhe histogram
attack [?].



— Moreover, it is useful to have real-valued watermarks (or a discrete alphabet of
sufficient size) when adaptive embedding is used. If the pixel modificatiots
guantized and ifv only has binary values (+1, -1), undesired discontinuities may
occur. In such case, the effect of a carefully calculateid reduced to a crude
switching of the watermark level. Boundaries may be particularly disturbing to the
human eye.

— Real-valued watermarks occur naturally if the watermark is defined in one domain
(e.g. spatial domain) but detected in another domain (e.g. JPEG or MPEG DCT
coefficients).

Another observation is that detection based on correlation is equivalent to extract-
ing a decision variable which is a linear combination of pixel luminance values. Hence
correlation can be performed in any transform domain for which energy preservation is
guaranteed. It can be calculated for instance in pixel domain, in an image-wide DCT,
block-based DCT or FFT. While several embedding methods have been based on mod-
ifying MPEG or JPEG DCT coefficients, such watermarks can also be detected by cor-
relation in the spatial domain, or vice versa. Domain transforms can further be used to
speed up the correlation calculation or as a computationally efficient manner to search
for watermarks in altered (e.qg. shifted) imag@g [

An aspect relevant to the complexity of the detector, is the ability tdilisg [?].

This is a method of spatially repeating a watermark pattern of Kizéoy M, with
M1 < Nz, M2 < N3 in the image, according to

r(A) = p(R) + ¢ (i) w(nimodMy, nomodMy). (10)

Since correlation is linear, i.6Cp1q,w = Cp.w + Cq,w, the computational speed de-
tection can be improved by a facthig No /(M1 M>) by cyclically wrapping the suspect
image to one of siz&; My, on which correlation is then performe®d

3.3 Exploiting non-stationarity

Most watermarks are embedded with an adaptive d¢pthich depends on the mask-

ing properties of the image. Ideally the detector should take this into account. This
section presents an optimum method for this. Let's assume that the image can be par-
titioned into| sub-imagesAg, Ay, .., Ai, .. Aj_1, with No, Ny, .. ,Ni, .., Nj_1 pixels,
respectively, with) _, N; = N. Each sub-imagé; has its own varianceg’i, autocorre-

lation «j, and masking properties, which are constant withid . In practice, feature
extraction algorithms may be used to partitidrt. The problem of optimal detection
relates todiversity [?] radio reception, a system which combines signals received by
multiple antennas. Borrowing from this theory, one can exttadecision variables

do, dq, ..d,_1, defined as

L' we will use later that this partitioning is not particular to the spatial domain, but may also
occur in frequency domain.



1
d =5 ZA r (@D = by + di p. (1)

Heredi, = N7'Ysca dMw@B@) = ¢iNT Y50 wi(A) anddip =
N7 hea POD (). We defineE; , = Y w?(f), soif b = w, diw = N Ei .
Section 3.8 describes how to estimate the variaxifge: my(d; p) in a practical detec-
tor. In the case that the local cogyis white Gaussian noise, it not hard to show that
Si gmaiz’p is proportional to the variance of the pixel data(p).

A single decision variable can be combined from

d= d fi. (12)

Using Cauchy’s inequality, the selection of the weigh fadiaran be optimized for
optimal SNR as follows,

{Z:_l div fi}? < 'l Oldlzw 1_[)2 |I (} |2p fI2 (13)
S E A
I |
S g, S
i—0 cyi?p i=0 Nizc’i?p i=0 2p

where we assume (without loss of generality) tBaf /N = 1. Equality holds if

di w _¢ Ew_ ¢ (14)

Next we will consider two special cases of this result. These special cases can be
shown to be approximately equivalent to a previously proposed detection methods.

The first case is that of an embedder using white Gaussian noise as a watermark
pattern, withg; = o; p. This approximates a typical embedder which assumes that the
perceptivity of a watermark is related to the standard deviatjgnin the pixel lumi-
nance. Inserting this into the formula for optimum weighing of the subimage decision
variablesf;, we find f; = E; w0 1 as the optimal choice. We will use this in our dis-
cussion of phase-only matched fllterlng in Section 3.7.

The second case is fixed-depth embedding ¢ie= constant. Our generic formula
Equation 14 proposes that a detector should wedijgk- aijpz. Intuitively we explain
this as follows: one division by; , makes the noise power identical for all pixels, the
second division weighs pixels proportionally to their strength. Radio engineers call the
latter weighingmaximum ratio combininff?]. This special case relates to extracting a
Wiener filtered copy from the suspect imaBe= Q — Wiener (Q), proposed in7],
which corresponds to



Ni Gizp
fi=l-—— P (15)
N; Oip +Eiw

Since one can approximate this as

Ei w
fi ~ L

N — 16
Mot (16)

we can now provide a justification for the use of wiener filtering on theorectical
grounds. We refer to?] for a quantification of the improvement gains. Als@] fle-
velops a model for the impact of adaptive filtering, though it was used as an attack to
minimize G, by R = Wiener (Q).

3.4 Prefiltering

In this section we consider watermark detection when correlation is preceded by fil-
tering of the image. In the following sections we will also consider prefiltering of the
watermark. When an image is linearly filtered, a new imRgs created in which each
pixel luminance is a combination of pixel luminance values in the original in@ge
Most filters operate locally, thus combining pixels in the neighborhood (shaif the

pixel that is created in the new image, according to the convolution

R= h(A)Q(i+ A), (17)
A

Hereh(A) are the filter coefficients of filter H . Reffering to Figure 1, this role is
cpnducted by filteH1, R = H1(Q), for the image and by filteH, for the watermark,
W = Ha(W).

Adder Correlator
P 0 R d
> + > — H]_ > Z —
A ow A W
> Perceptual
f model l"&
w [ W

Fig. 1. Embedder and Correlator detector with prefiltering

When a correlation detector is preceded by filtering, the SNR in the decision vari-
able differs from the result for an unfiltered ima@&[[?] [?] [?]. For linear prefiltering



it is not difficult to show that the situation of Figure 1 is equivalent to correlation with
W on the imag&€H; Hy)(R), whereHJ denotes the time-inverse of the filtelp.

An edge-enhancement filte?][or median filter P] filter can be used to predict the
image in pixeln from the neighbouring pixels. This prediction is extracted from the
actual luminance, according ® = H»(Q) = Q — Pre(Q), wherePr e() denotes pre-
filtering. This exploits the redundancy in the pixels of the video. These filters reduce
my(dp), the variance of the noise, and were shown to give a performance improvement.
However these do not necessarily also maximizé,Epr the signal to noise ratio.
Optimization of the SNRy leads to thevhitened matched filter

3.5 Whitening Prefilter

For non-white noise, one can first prefilter the suspect infageto R, such that its
frequency spectrum is sufficiently white (see Figure 2. Subsequently, a matched filter
¥ is used forR = H1(Q). Readers who are familiar with information theory (e ) [
may wish to skip the next paragraph, which sketches the proof by contradiction to see
that this detector is optimum.

If the prefilterH, is invertible,R = H1(Q) andQ intrinsically carry the same infor-
mation, so optimum detectors f& and Q must have the same reliability. L&5(Q)
be a fictitious detector which detects watermarkgimore reliably tharH;(X1(Q)),
i.e., the concatenation &, and H; executed orQ. Then, for imageR (with white
noise), the detectoEz(H{l(R)) would outperformX;(R). This is at odds with the
the matched filter theorem thay (R) is optimum forR. So, H{l(Zz)) cannot outper-
form ;. This implies thatZ,(Q) = Ez(Hgl(Hl((Q))) cannot perform better than
¥1(H1(Q)). Thus,X1(H1(Q)) must be optimum

Matched Filter

21 b—

\ 4
=

V= Hy(W)

1 o | 22

| 2 e
Hypotetical Optimal Filter 2

Fig. 2. Whitening Matched FilteH; andX;, and fictitious better detectar,



Whitening can be interpreted as a form of (high-pass) prefiltering before correlation.
The whitened matched filter differs from the prefilter concept of he previous section in
the sense that not only the suspectimage but also the locally stored reference watermark
is filtered (¥ = H1(W)). In fact in Figure 2,5, is a matched filter foR, where the
watermark component iR is Hy(W).

Implementation-wise we observe that the correlator, the correlator with prefiltering,
and the whitened matched filter all create a decision variable whicHirear com-
bination of the pixel luminance values. Thus, any of these can be implemented just as
correlator, without any prefiltering. In other words, using the implementation of Fig-
ure 1, the detector does not have to execute filtering operattipasidH, in real-time.

Both H; and H, can be incorporated in a precomputdtd We refer to Sectior?? for
an analysis of the perforamance and the sensitivity to the accuracy of the filter setting.
Experiments with whitening are reported .

Most favorable
region for watermark

9 < o] detection
3 ~~ mage or video 3
| Se g 4

~ . .
3 > 8| image or video /7773
2 2 =
g -1x SNR g
IS IS
< <

~ watermark watermark "
e
Frequency Frequency

Fig. 3. Frequency components in image and watermark, without and with whitening

3.6 Frequency Components

The whitening concept throws new light on the discussion whether the watermark
should be located in perceptually relevant or irrelevant areas (or frequency components)
of the image. Whitening enhances high frequency components, which are relatively
weak in a typical image. Whitening weakens the low frequency components, which are
strong in a typical image. Thus these prefiltering methods tend to weigh high frequency
components more heavily in the decision variable than low frequency components. The
intuition behind it is that at low frequencies, the image itself causes stronger interfer-
ence to the watermark than at higher frequencies.

A limitation of these models is that they not model typical distortion by MPEG or
JPEG very well. In a first order approximation, these techniques can be interpreted to
crudely quantize the medium to high-frequency components, and remove (i.e., quantize
to zero) the upper higher frequencies. For the medium to upper frequencies, the water-
mark may not be affected so dramatically, because typically the imilgers(?] [?]
the watermark. Dithering is illustrated in Figure 4.
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Fig. 4. Watermark embedding and lossy compression interpreted as a dithering system on water-
marks.

Dithering can ensure that the erfer= R — W is statistically uncorrelated with the
watermarkW, i.e., G, = 0 [?]. It follows the that the expected decision variable of
the watermark detector becomes, ¥r= W,

E[d] = Cw,R = Cw,w+e = wa + Cw,e = wa = E[dw] (18)

That is, afterdithering by the imagecompression or quantization does not affect
the correlation performance compared to a system without the quantizer.

On the other hand, for the upper highest frequencies the dithering effectis lost
and the watermark components in these frequencies do not contribdje[®. As
these frequencies may nonetheless contain noise, the detector must avoid to excessively
weigh upper high frequencies in the correlation. This requires a modificativ o
Hy in Figure 1.

3.7 Phase Only Matched Filtering

A refinement of the whitened matched filter is to adaptively whiten the spectrum of the
incoming video. Instead of using a fixdd}, the detector calculates an FFT @f and

sets amplitudes to unity at all frequencies, thereby preserving only phase information
[?].

This idea agrees with the result in Section 3.3. The rationale is that the watermark
is only a small perturbation of the luminance. We partition the image linépectral
components. Even if it has been watermarked the suspect image gives a good estimate
of the spectral componens of P. It turns out that it is reasonable to assume that the
embedding depth is likely to be more or less proportionalteven if this is not the case

2 Formally speaking, the probability density of the amplitude of the image components do not
satisfy the particular relation to the quantization step size as it was derivé in [



for freshly watermarked content, this is almost always true after common processing
(JPEG, MPEG). Using the results of Section 3.3, the weigh factor is fourfg as

i Ei,w/cri?p, i.e. fi = Ej /0i p which corresponds to phase-only filtering. We refer to
[?] for an analysis of the performance of the phase only matched filter.

3.8 Adaptive Threshold Setting

Up to this point we have primarily described the extraction of a real-valued decision
variable. Next we will discuss the extraction of a haratermark present - not present
decision. Detection theory suggests that a threshold can be used, and almost all practical
systems use this method. A suspect signal (or an extracted set of features) is correlated
with some pattern to obtain a correlation value. If this value is larger than a signal-
dependent threshold then the watermark is said to be present. Otherwise the watermark
is said to be absent. The setting of the threshold determines the trade-off between the
false negative and the robustness to image processing.

Only if non-adaptive embedding is used and the image is not modified the detector
can exploit thad,, = E,. In practice, the valud,, is not known exactly to the de-
tector, because the algorithm for adaptive embedding may not be known or can not be
repeated in the detector. Also, minor shifts and scaling of the image severely affects the
value ofd,, [?]. Moreover MPEG compression, or other processing may affect the high
frequency components of the watermark in the image.

This makes the determination of the false negative rate problematic, unless extensive
statistical assumptions are made about the processing that is likely to affect the image.
An appropriate design approach is to determine a required false positive rate and to set
the threshold accordingly. The problem of guaranteeing a certain false negative rate,
i.e., how to makep, or more precisely the correlati@), MpEG.,) large enough, then
becomes mostly an embedding issue.

Various authors observed thdy is in good approximation a Gaussian random vari-
able 1 [?] [?] [?]. The ratio of the threshold setting over(d,) determines the false

positive rate, according to
d2
Psp = erfc, | —1_
mz(dp)

Sincemy(d,) significantly differs from image to image, it appeares useful to estimate
my(dp) from the image. A practical solution is to use decision variables gathered during
a search for shifts of the imag@][ For all attempts in the search that failet), ~ 0 so

d ~ dp. One can set the threshold level according to

da, = ma(dp){erfct(Psp)}?

where erfc? is the inverted error function. This operation is mathematically equivalent
to the concept of normalized correlatidh.[

3 Traditionally, the false alarm probability versus missed detection probability are compared.
However, the watermark embedder has full knowledge about the original image, thus is it can
ensure detection. The threshold setting determines what modifications can be tolerated.
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Fig. 5. Watermark Embedding and Correlation Detection.

4 Error Performance for Whitening

This section presents a theoretical study of the whitened matched filter. We consider
a low-pass watermar®/, which is generated by spatially filtering a white watermark
V with a first-order two dimensional spatial smoothing IIR fil®s(Z), We further
consider a low-pass imade which is generated by spatially filtering a white imag§e
with a first-order two dimensional spatial smoothing IIR fil&nZ). After watermark
embedding, the image is denot&d= P + W. We apply a first ordewhitening filter
at the input of the correlation receiver. This filter aims at transforming the non-white
input signal of the receive® to a signal with a constant power spectrum. As shown in
Section lll, also the watermark has to be filtered in the same way. In order to keep the
model as general as possible, we use the fligZ) = Sy—l(i) as whitening filter.

Inthe correlator detector, a decision variathie extracted by correlating the filtered
received imageQ with a filtered locally stored copy of the watermar¥, i.e.d =
dp + dy, where

dp = %[sy@-%%l(z-l)s<z-1>sﬂ<2>$ @V @,
and

dy = f%[S%(2‘1>5%71<2*1>\/<2*1>S%<?>5%71<?>\/<?>10'
We introduce:

T.2) = S@S@ .
Using results from the previous sections, the error probability is given by

1 E[d,]
P=_—erfc] —— |,
’ (2[2%)

1. T®
Eu 1+ 7% 208
N 1—y2

with

1%



For the variance we find

1 5 = = = >
o5, = EEIS@HSOT, @S DV AL

_ 0fE T.AT4(2) X

N2 Ty(i)2
B GSEw[(l+aﬂ)(y“ +2y2Q2—af) +1) — 2+ B2y — (@ +B)y>+ 2y>]2
N2 (1-y?2(1—ap)

Inserting these results in the formula for the error rate gives

b— Lome |E 1+ y?—28y)*(1 - ap)
2 803 (L+af)(y*+2y2R—af)+ 1) — 2@+ B)2y2 — (@ + By +2) )’

It should be noted that in the case the whitening filter exactly matches the the received
image, i.ea = y the above expression reduces to

1 | E, 1+ 012 - 20[,3)

For a white image: = 0 we find again the result

1 Ey
P=_erfc | —.
2 802

In the case of a white watermark, je= 0, the expression for the error rate becomes

22
p=terc[ [Ev A+r9) .
2 803 (y*+4y?+1-2ay(2y2—ay +2)

This reduces further to
1 [E, 1+ &?
P=_erfc|] ———=].
2 ( 805 1- a2>

in the case of perfect whitening:= y.

5 Conclusions

We have reviewed various recently proposed watermark detection methods from a de-
tection theory point of view. It appeared that many improvements which have been
found from experiments can be explained by extending methods and theories known
from communications. These considerations have been a reference for our design of
two watermarking systems, which have been demonstrated and evaluated in practical
applications P].



Earlier publications confirmed that the use of crude statistical models for images can
be useful to create some basic understanding of typical detectors. Here we summarized
such results and compiled a consistent intuition for the effect of various sophistications
of watermark detectors.

As the models used here have a relatively large scope, we not only justified detector
refinements proposed in previous papers, but also found limitations and possibilities for
further improvements.

New mathematical results of the effect of imperfect whitening showed that the ac-
curacy with which prefiltering is performed only has a minor effect on the reliability of
the detector.

We must leave several aspects for further investigation, such as a comparison of the
performance of fixed prefilters (or fixed whiteners) with phase-only matched filtering.
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