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ABSTRACT tectable by dedicated software or hardware and very 

A watermark is  a perceptually unobtrusiGe signal em- 
bedded in a n  image, a n  audio or video clip, or any 
other other multimedia asset. I t s  purpocie is  t o  be a 
label which is holographically attached to  the content. 
Moreover, it can only be removed by malicious and de- 
liberate attacks (without a great loss of content qual- 
i ty)  i f  some secret parameter K is  known. In con- 
trast, a watermark should be readily detectable by elec- 
tronic means. This implies that  electronic watermark 
detection is  only feasible i f  the watermark detector is  
aware of the secret K .  In m a n y  watermarking busi- 
ness scenarios the watermark detector will be available 
t o  the public as a black box D. The following question 
is therefore justified: can the secret K be deduced f r o m  
the operation of the black box D? And  i f  yes, what is 
the complexity of this process? I n  this paper we will 
address these questions for a large class o,F watermark- 
ing schemes. This work is a n  extension o j  earlier work 
at Philips Research [l]. 

1. INTRODUCTION 
Watermarking is a fundamental enab ling technol- 

ogy for the distribution of digital multimedia (MM) 
content. At present it is very easy to  distribute and 
copy digital multimedia content. Without any spe- 
cial precautions the content generation and distribu- 
tion industry will be very reluctant to publish in the 
digital domain. The slow introduction of the new Dig- 
ital Versatile Disk (DVD) format bears witness to this 
tendency. 

Digital watermarking is a technical solution to  the 
copyright problem. In its basic form a digital water- 
mark W is a small signal added to MM content. The 
watermark W carries sufficient data to  ensure proper 
copyright verification. Due to its intended purpose a 
watermark should be unobtrusive (i.e. no percepti- 
ble degradation of the quality is allowecl), easily de- 

difficult to remove by malicious and deliberate attacks. 
It is essential to distinguish two types of applica- 

tions of watermarking technology. In the first type 
of application all content can be enforced to contain a 
watermark. A typical example is given by (images on) 
bank notes and smart cards. It is not sufficient for a 
pirate to  remove the watermark (i.e. reconstruct the 
original content), but she will actually have to insert a 
watermark which contains false copyright information. 
By relying on cryptographic methods the complexity 
of this type of attack can be made arbitrarily large. 

In the second type of application watermarking 
cannot be enforced. A typical example is given by 
film content on DVD. The film industry can enforce 
watermarks on commercial digital video, but it can- 
not enforce watermarking of home videos. Therefore 
DVD players will have to  accept both watermarked 
(i.e. copyright protected) and unwatermarked con- 
tent. This implies that it is sufficient for a pirate 
to  remove a watermark from a commercial video (i.e. 
make a good estimate of the unwatermarked original) 
in order to invalidate the copyright protection mecha- 
nism of DVD. In this paper we will focus on this type 
of non-watermark-enforced application. 

An obvious requirement of any watermarking 
scheme is that it is not feasible for a pirate to recon- 
struct a good approximation of the original content 
having only one watermarked copy at  her disposal (a 
one-copy attack). This is a relevant issue as shown by 
the case of cartoons or graphics content. This type 
of content is characterized by sparse histograms. Any 
watermarking scheme which affects this sparseness is 
vulnerable to one-copy attacks. 

A business scenario which allows several (differ- 
ently) watermarked copies of one original on the mar- 
ket is also vulnerable to attacks. By simply averaging 
over a large set of copies a good unwatermarked ap- 
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proximation of the original may be obtained [2] [9]. 
In this paper we will study a third type of security 
risk, viz. the availability to a pirate of a watermark 
detector. A typical example is given by DVD where a 
copyright protection system based upon watermarking 
will imply a watermark detector in every single DVD 
player. To our knowledge this problem has first been 
studied in [4] and [l]. 

The essence of any watermarking scheme is the 
modification of signal values. These changes are ef- 
fectuated in the spatial domain [5], the DCT domain 
[6], the wavelet domain [7], the FFT domain or more 
exotic domains [8] [3]. In many cases watermark de- 
tection amounts to thresholding a correlation compu- 
tation. A suspect signal I ,  (or an extracted set of 
features) is correlated with some pattern W to ob- 
tain a correlation value d = (Is,W). If this value d 
is larger than a signal dependent threshold ~(1,) then 
the watermark is said to be present. Otherwise the wa- 
termark is said to be absent. It can easily be shown 
that knowledge of the pattern W allows a pirate to 
annihilate a watermark from an arbitrary signal. 

In this paper we study a simplified version of this 
detection process from the pirates point of view. We 
assume that the pirate has a general knowledge of the 
operation of the watermark detector, but not of the 
secret pattern W .  Motivated by the discussion above 
we pose the following questions: 

1. How much knowledge can a pirate obtain about 
the patterns W by observing the behavior of the 
detector? Here we assume that she can offer any 
signal of her own choosing to the detector. 

2. What is the complexity of the above process? 
That is, how many experiments are needed to de- 
rive sufficient knowledge of W? 

This paper is organized as follows. In Section 2 we 
present a simplified mathematical model of the wa- 
termark detection process. This allows us to formu- 
late the two questions above in a mathematical precise 
manner. In Section 3 we present a method for retriev- 
ing the secret pattern W .  In Section 4 this method 
is experimentally validated. Section 5 summarizes the 
paper and gives recommendations for improving wa- 
termark security. 

2. MATHEMATICAL FORMULATION 
As introduced above we can view a watermark de- 

tector box D as a quantized correlator. In this section 
we will formulate a simplified model of such a wa- 
termark detector, but with slight modifications many 
proposed watermark detectors will fit this description. 

In our simplified model the detector D is character- 
ized by a number of parameters: the length N of the 
input vectors, two decision thresholds A and B ,  and a 
DC-free random vector w = { w i } z i ’ ,  wi E {-1, +1}. 
As usual DC-freeness is defined by xi wi = 0. The 
detector D takes as input a vector 2 = {q}zi’ and 
gives as output the symbol “1” (signal 5 contains the 
watermark w) or “-1” (signal 2 does not contain the 
watermark w). 

The detector D implements a deterministic algo- 
rithm to come to its decision. It starts with normal- 
izing the signal 2, followed by the computation of a 
normalized correlation value d. If this value d is large 
enough, i.e. larger than B,  the value 1 is returned. If 
the value d is too small, i.e. smaller than A, the value 
-1 is returned. If the value of d is in between A and 
B,  a value -1 or 1 is returned depending on the value 
of some hash function hash(z) applied to the signal 
2. The probability that a value 1 is returned then de- 
pends monotonically on the value of d. If d = A this 
probability equals 0, if d = B this probability equals 
1. 

Prime examples of watermarking which use slight 
variations of this of kind of detection scheme are pro- 
posed in [lo] and [5].  These schemes have A = B and 
use a somewhat different (but still discrete) value set 
for the watermark samples wi. The theory can easily 
be extended to cover more advanced proposals [ll] [6] 
but for reasons of simplicity of presentation we stick 
to the above model. 

The only way an attacker can obtain information 
from a watermark detector D is by observing changes 
in detection behavior when offering different signals as 
input. The bigger the changes observed the more in- 
formation can be obtained. For this reason a good 
watermark detector will not use a single threshold 
A = B, but it will use an uncertainty interval [A,B].  
In fact, it is argued in [l] that from the standpoint 
of watermark vulnerability the probability function 
on the interval [A,B] should be equal to a squared 
sine function. Therefore the detector D implements a 
{-1, ]}-valued randomizing function f(y,  h) such that 
for a fixed value of 0 5 yo 5 1 the probability that 
f(y0, h) = 1 is equal to sin2(?) (when the hash value 
h ranges over all allowed values). 

In pseudo-code the algorithm implemented by D 
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reads as follows: 

I z := z - mean-value(z); 1 
x := x/ standard-deviation(%); 
d := (E&' z i w i ) / d E  ; 
i f d < A  

return -1; 

return 1; 

return f((d - A)/(B - A),har;h(z)); 

elseif d > B 

else 

A 

In order to  analyze the security of this detection 
scheme we will assume that an attacker has a de- 
tector box D and a watermarked signal xo available. 
The attacker has no knowledge of the vector w, the 
thresholds A and B ,  the hash function "hash" and 
the randomizing function f (other than the charac- 
terizing probability property). Referring to Section 1, 
we again pose the questions of how much knowledge 
she can obtain about the vector w and what effort is 
needed to obtain this information. 

3. ATTACK 
We propose the following attack on the detection 

scheme as described in Section 2. 

1. 

2. 

3. 

4. 

5. 

Construct a signal x1 such that its normalized 
correlation value lies halfway betwe'en A and B. 
The signal 21 can be obtained from $0 by itera- 
tively replacing sample values of zo by the mean 
value of 50. 

Initialize a set of counters ci = 0, i = 0, . . . , N - 1. 

Choose a random DC-free vector v = {vi}, vi E 
{-l,+l}. 

Form the signal z1 + s * v and record. the decision 
d E { -1 , l )  by the detector. The strength param- 
eter s is determined experimentally by observing 
the growth of the counters ci. If s is chosen too 
small or too large the distribution of' counter val- 
ues will be more or less normally distributed with 
mean 0. For s chosen properly, the distribution of 
counter values will be a sum of two normal distri- 
butions with equal variance but with mean values 
of opposite sign. 

Update all counters by the rule 

6. Go back to  3 until all counters are sufficiently dif- 
ferent from 0 or until the loop has been traversed 
a predetermined number of times. 

7. Estimate w by wi = sign(ci). 

In [4] and [l] a different version of this attack has 
been presented. The overall conclusion of both ap- 
proaches however is the same: watermark detection 
schemes which are modeled as above can be cracked 
in  O ( N )  experiments (i.e loop traversals). 

4. EXPERIMENTS 
The attack described in Section 3 has experimen- 

tally been verified for a watermark detector for im- 
ages. An attack was simulated in MATLAB for a 
watermarked image' of size 128 x 128 (marked at  9 
times standard deviation) and a software model of a 
watermark detector with A = 5 and B = 7. First an 
image at the threshold of detection was obtained by 
iteratively replacing sample values by the mean value 
of the image (see Figure 1). Then for each s in a set 
of strength parameters s = 1,3,5,7,9,11,13,15 the 
attack loop as described in Section 3 was traversed 
5 x 128 x 128 times. The results of this experiment 
are given in Table 1. This table clearly shows that 
for a proper choice of the strength parameter s, the 
detector secret w can be retrieved with great accuracy 
for a relatively small effort. Note that a random esti- 
mation of the watermark will lead to  a 50% retrieval 
percentage and that a perfect estimation will lead to 
100% retrieval percentage. 

In a more extensive experiment both the strength 
parameter s and the number of iterations were simul- 
taneously varied. Figure 2 shows the percentage of 
correctly estimated watermark values as a function of 
these two parameters. The figure clearly shows that 
increasing the number of iterations always improves 
the reliability of retrieval, although with diminishing 
returns. The figure also clearly shows that increas- 
ing the perturbation strength has its limits, and that 
beyond a certain value of s the retrieval percentage 
drops. This can easily be understood by noting that 
for large perturbations the original (watermarked) sig- 
nal is lost in the overall noise. 

In other experiments the threshold s was fixed at 
10 but B was varied from 5 to  7.4 in steps of 0.3. The 
results are summarized in Table 2. This experiment 
confirms the prediction of both [l] that more effort is 
needed for larger uncertainty intervals [A, B] (without 
affecting the property of linear complexity though). 

lThe central part of the well known Lena image was chosen 
for this experiment. 
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Figure 1: 
threshold. 

The (partial) Lena image at detection 

strength I 1 1  3 1  5 1  7 
percentage I 53.8% I 60.5% I 66.5% I 72.3% 

interval width 0.3 0.6 
percentage 95.6% 94.0% 
interval width 1.5 1.8 
percentage 82.7% 79.1% 

strength I 9 1  11 I 13 I 15 
Dercentage I 75.8% I 78.4% I 80.0% I 80.1% 

0.9 1.2 
91.5% 88.0% 

2.1 2.4 
76.4% 72.4% 

Table 1: Percentage of watermark retrieval as function 
of the strength parameter s. 

5. CONCLUSIONS 
In this paper we have addressed the issue of wa- 

termark security based on the availability of a water- 
mark detector and a single watermarked signal. We 
extended the work started in [4] and [I] by present- 
ing a more simple attack method. We have shown 
that for DC-free and {-1, +l}-valued watermarks the 
complexity of watermark retrieval is linear in the num- 
ber of sample values. A slight extension of the theory 
shows that the same method is applicable to all cor- 
relation based watermark methods. This implies that 
watermarking methods based upon thresholded cor- 
relation are not suited for applications where water- 

Figure 2: Percentage of retrieval as a function of the 
strength parameter s and the number of iterations. 

marking cannot be enforced (DVD). 
It can be shown that the core problem with the 

attack described above lies with the pseudo-linear op- 
eration of the watermark detection scheme. It fol- 
lows that any watermarking scheme suitable for non- 
watermark-enforced applications needs strongly non- 
linear ingredients. 
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