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Abstract—As IEEE 802.15.4 Wireless Sensor Networks (WSNs) IlI. OVERVIEW OF IEEE 802.11b/g, IEEE 802.154ND A
and IEEE 802.11b/g Wireless Local Area Networks (WLANS) COEXISTENCEMODEL
are often collocated, coexistence issues arise as thesewwgks
share the same 2.4 GHz Industrial, Scientific, and Medical 8M) A. IEEE 802.11b/g

band. As a consequence, their performance may degrade. We i
have proposed a coexistence model of IEEE 802.15.4 and IEEE The IEEE 802.11b and IEEE 802.11g standards define the

802.11b/g networks, which addresses coexistence behaviand Medium Access Control (MAC) sublayer and the Physical
explains their coexistence performance. As an extension ¢fie (PHY) layer for WLANSs. Both standards operate at 13 over-
previous work, a compact testbed was developed and experimes | 554hing channels in the 2.4 GHz ISM band and the bandwidth

on the coexistence issues between these networks were cartdd. .
The experiments not only validated the theoretical model, bt also of each channel is 22 MHz. The IEEE 802.11b/lg MAC

provided more information and insights about the coexistene emP|0yS the Carrier Sense Mu.ltiple Access with Collision
issues in the real-life environment. Avoidance (CSMA/CA) mechanism. Clear Channel Assess-

ment (CCA) is used in the physical layer to determine the

channel occupancy [7]. CCA should perform Energy Detection
(ED), or Carrier Sense (CS), or a combination of two, i.e.,

CCA shall report a busy channel upon detection of any energy
above the ED threshold, or a signal with the known features,
e.g., the modulation and spreading characteristics, oakn

. signal with energy above the ED threshold. Owing to invalvin
IEEE 802.15.4 Wireless Sensor Networks (WSNs) are bgnly integrating the square of the received signal or signal

coming increasingly popular. Because of their applic&jongnyejop over a CCA duration, ED is a universal mechanism
e.g., in hospitals anc_zl home [1], WSNs are often collocateld Wit can be deployed in all systems without requiring any
IEEE 802.11b/g Wireless Local Area Networks (WLANS)inowledge of the type of underlying modulation scheme em-

yvhich gives rise to coexistence igsues as t.hey both OPerBiSyed at the physical layer [8]. Therefore, in the hetermgyes
in the license-free 2.4 GHz Industrial, Scientific, and Medli etwork environment, only ED can, though unreliably [8],
(ISM) band. sense the channel occupancy of other types of networks.
There have been some studies about the coexistence issu&efore initiating a transmission, an IEEE 802.11b/g node
between the IEEE 802.11b/g WLANs and IEEE 802.15<enses the channel using either ED or CS (or both) to check
WSNs [2] [3] [5] [6]. Particularly, in [6], we presented a co-whether it is busy because of the transmissions by othersaode
existence model of IEEE 802.15.4 WSNs and IEEE 802.11Hfgthe channel is sensed idle for a Distributed coordination
WLANSs. The model addresses the interaction between thdeaction Inter-Frame Space (DIFS) time interval the nodi wi
two types of wireless networks and explains their coextstentransmit a packet. Otherwise, the node defers its tranfmiss
performance. It focuses on two aspects, namely power afid the channel becomes idle for a DIFS interval, the node
timing. These two aspects jointly impose different impamts will generate a random backoff delay uniformly chosen in a
the performance of IEEE 802.15.4 WSNs and IEEE 802.110pntention Window (CW), i.e.[0, W], whereW is the size
WLANSs, depending on the coexistence situations. To vatidabf the CW. The backoff timer decreases by one as long as
the model and get a better understanding of the coexisteltite channel is sensed idle for a backoff time slot. The bdckof
issues in real-life situations, we conducted a number of essunter will be frozen when a transmission is detected on the
periments. The details of the experiments will be presemedchannel, and resumed when the channel is sensed idle again
this paper. The remainder of the paper is organized as fellovior a DIFS interval. When the backoff timer counts down to
SectiorI) gives an overview of the IEEE 802.11b/g standardero, the node transmits a packet. Immediately after reqgiv
IEEE 802.15.4 standard and the coexistence model. Sédlional packet correctly, the destination node waits for a Shaetrin
describes our testbed. The experimental results are pegseirrame Spacing (SIFS) interval and then sends an ACK back
in Section 1V. Our conclusion is drawn in Sectibnh V. to the source node. If the source node receives the ACK, the

I. INTRODUCTION
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802.15.4 WSNs also employ CSMA/CA for the medium
access control. There are two versions of IEEE 802.15.4
CSMAJ/CA: slotted and unslotted. In this paper, we discuslgig_ 3
only the popular unslotted one. In IEEE 802.15.4 WSNSs, the
channel is sensed only during a Clear Channel Assessment

(CCA) period rather than during both a CCA and a backoffay |EEE 802.11b/g nodes, e.g. the backoff slot unit is 320
period like in [EEE 802.11b/g WLANS. Moreover, when the s 20,5 and 9us for IEEE 802.15.4, IEEE 802.11b and IEEE
channel is sensed busy during a CCA period, the size of 2.11g, respectively, shown in Talile I. The shorter timing

in IEEE 802.15.4 WSNs doubles, and when the number of s |EEE 802.11b/g nodes priority over IEEE 802.15.4 sode
the channel access attempts exceedaMaxCSMABackoffs 1, ccess the channel and therefore causes unfairess to the

the maximum number of backoffs the CSMA-CA algorithmegg g02.15.4 nodes in R1. This is illustrated in Fig. 2.
will attempt before declaring a channel access failure 83, In R2, IEEE 802.15.4 nodes can sense IEEE 802.11b/g
pending packet is discarded. nodes but notice versagiven the comparable CCA thresholds,

C. A Coexistence Model of IEEE 802.11b/g and IEEBecause the transmit power of IEEE 802.11b/g nodes is much
802.15.4 networks higher than that of IEEE 802.15.4 nodes. As a consequence,

The coexistence model of IEEE 802.11b/g and IEEYé’hen IEEE 802.11b/g nodes are transmitting, IEEE 802.15.4
802.15.4 networks in [6] includes two aspects, namely po des haV(_a t_o be waiting, whereas when IEEE 802.15.4 nodes
and timing, which are described as follows: are transmitting, IEEE 802.11b/g nodes are not aware argd thu

1) Power Aspect:The transmit powers of IEEE 802.11b/gSirnIOIy proceed to fransmit, probably causing an overlappin

nodes and IEEE 802.15.4 nodes are typically 100 mW [7] afy packet transmissions. This is shown in Fig. 3.

1 mW [9], respectively. In case of comparable CCA thresholds '(;‘ R3, neither 'EEE h802'15'4 nodes nor |EEE 802(.jllb/g
the significant difference in the transmit power can result podes can sense the other. However, IEEE 802.15.4 nodes may

three distinct regions, R1, R2 and R3 as follows: still suffer from the IEEE 802.11b/g interference in case of
R1: a region in which |EEE 802.15.4 nodes and IEE¥ETY Weak IEEE 802.15.4 links, as we will show in Section

802.11b/g nodes can sense each other; ) ) ) )
R2: a region in which IEEE 802.15.4 nodes can sense |[EEEIN Order to validate this model, to see how it works in
802.11b/g nodes, but netce versa practice and more importantly, to get more insights aboet th

R3: a region in which neither can sense the other, but |EEexistence issues, we carried out a number of experiments
802.15.4 nodes could still suffer IEEE 802.11b/g intenigee  USINg off-the-shelf hardware. The details about the expent

These regions are illustrated in Fig. 1. tgstbed and our findings are presented in the following sec-

2) Timing Aspect:In R1, an IEEE 802.11b/g node and!ons:
an IEEE 802.15.4 node can sense each other via ED and
therefore both of their CSMA/CA mechanisms work, i.e. as
one is transmitting, the other has to be waiting. IEEE 802.15 We set up a compact testbed to check if the three regions
nodes, however, typically have a 10-30 times longer timindgscribed in Sectioh THC exist in reality. Note that we use

t

In R2: IEEE 802.11b/g nodes fails to sense |IEEE 802.h6des

IIl. TESTBED
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only IEEE 802.11b mode in the test, but the result is also
applicable to IEEE 802.11g. As shown in Fig. 4, the testbed Fig. 5. Functional diagram of the coexistence testbed
consists of the following items: TABLE |

o two IEEE 802.11b nodes (Linksys WRT54G): a Tx and IEEE 802.15.4nND IEEE 802.11b/g 8STEM PARAMETERS AND

an RX; ADDITIONAL PARAMETERS USED IN EXPERIMENTS
« two IEEE 802.15.4 nodes (AquisGrain [10]): a Tx and _ IEEE 802.15.4 | IEEE 802.11b | IEEE 802.11g
an Rx: Transmit power 0 dBm 17 dBm 17 dBm
! . . . Receiver sensitivity| -85 dBm -76 dBm -82 dBm
« two RF shielded isolation boxes; Bandwidth 2 MHz 22 MHz 22 MHz
« One attenuator matrix box; Data rate 250 kbps 11 Mbps 54 Mbps
« two PCs with testing software. Backoff unitTys | 320 pus 20 ps 9 us
| SIFS 192 ps 10 ps 10 ps
The antennas of IEEE 802.11b nodes and IEEE 802.158Fs N/A 50 us 28 us
nodes are connected by cables via the attenuator matrix, [tH&€A duration 128 s <15us <A4ups
attenuation values of which can be adjusted to emulate {hgCAMreshold | -85 dBm 24 dBm 24 dBm
physical (_j|stance in a ereless_ environment. To isolatenfro—center frequency | 2410 Mz 5417 Mz 5417 Mz
other RF interference in the environment, IEEE 802.15.480d Payload size 30 bytes 1500 bytes 1500 bytes
were put into the RF shielded isolation boxes. In this way, weACK _ No Yes . Yes .
got a controlled RF environment, making the measurementgansmitintensity | Every 20 ms | Saturate Saturate
repeatable.

A functional diagram of the testbed is depicted in Fiy. 5.

The attenuation losses among those nodes are as follows,send any packets including ACKs. The IEEE 802.11b Tx
« z1: between IEEE 802.11b Tx and IEEE 802.15.4 Tx; generates a saturated packet stream and the IEEE 802.11b Rx
e x9: between IEEE 802.11b Rx and IEEE 802.15.4 Tx;sends ACKs only. Moreover, we made the IEEE 802.11b Tx
« y1: between IEEE 802.11b Tx and IEEE 802.15.4 Rx; and the Rx have the same impact to the IEEE 802.15.4 Tx and
« 2. between IEEE 802.11b Rx and IEEE 802.15.4 Rx.to the IEEE 802.15.4 Rx, respectively. We therefore always s
21, 22, y1 andy» are adjustable, from 32 dB to 212 dgthe same values far; andzs , andy; andys, respectively.

Moreover, we set both the attenuation losses between IEE@F brevity sake, we let = z; =z, andy = y1 = y».

802.11b Tx and Rx and between IEEE 802.15.4 Tx and RxBefore carrying out the experiments, let us calculate R1, R2

as 70 dB, so that the two links have a very good quality, i.8nd R3, given the parameter values in Tdble I.

the packet loss ratio of the IEEE 802.15.4 link is close tmzer ® R1: Given the IEEE 802.15.4 transmit power of 0 dBm

and the throughput of the IEEE 802.11b link is 6.82 Mbp&nd the IEEE 802.11b CCA threshold of -84 dBm, wheh

the maximum value achievable in our case given the parame3érdB, the IEEE 802.11b nodes will not be able to sense the

values in Tabléll. IEEE 802.15.4 nodes, i.e., R1 is the region where 84 dB.
e R3: Although the IEEE 802.11b transmit power is 17
IV. EXPERIMENTS dBm, only 16.946% falls into the 2 MHz band of IEEE

In this section, a number of experiments are carried 0802.15.4 [4], i.e. 9.3 dBm. Given the CCA threshold of -85
to check if the three regions described in Secfidn Il exist @#Bm, the IEEE 802.15.4 nodes will not be able to sense the
practice and to get more insights about the coexistencesssUEEE 802.11b nodes when> 94.3 dB, i.e., R3 is the region
The parameter values used in the experiments are showrwinerez > 94.3 dB.

Table[]. e R2: By definition, R2 is in between R1 and R3, i.e., R2

In our experiments, the IEEE 802.15.4 Tx constantly sen@sthe region where 84 dB x < 94.3 dB.
only broadcast packets and the IEEE 802.15.4 Rx does nolNow let us carry out the experiments to identify these re-
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A. R1 Identification

To identify R1 and to investigate details of the coexistence
behavior of IEEE 802.11b and IEEE 802.15.4 networks, we
measure the IEEE 802.11b throughput and the IEEE 802.15.4
packet loss ratio in the following two cases.

1) y = 212 dB Given such a high attenuation loss, the
IEEE 802.11b Tx and Rx have actually no impact on the IEEE
802.15.4 Rx but only the Tx. Therefore, in this case, the IEEE = ,|
802.15.4 packet loss is due to only channel access failires a
the Tx rather than receiving failures at the Rx. As the IEEE || =212 Gamelaccess atures o)

802.15.4 Rx does not send any packets including ACKs in go*y422dB(Suzomam:;mssfa:zresand:;ewfngfages) ST a—
our experiments, Only the |EEE 802154 TX COUld aﬂ:ect the X(dB): Attenuation between IEEE 802.11b Tx/Rx and IEEE 802.15.4 Tx
throughput of the IEEE 802.11b network. Thus, we can adjqﬁ&. 8. In R3: neither can sense the other, but IEEE 802.16dés) could

x and observe the impact of the IEEE 802.15.4 Tx on thall suffer IEEE 802.11b/g interference

IEEE 802.11b Tx and Rx.

As an example, in Fid.16, we can see thatras 32 dB, the
IEEE 802.11b throughput is approximately 6.54 Mbps, lesyen higher. We call this the “imperfect CCA effect”, which
than its maximum, i.e. 6.82 Mbps, which suggests that tisan also be observed in Figl 7 and in Fig. 8. We can see
IEEE 802.11b network is suffering, though not very seriguslin Fig.[d, for 32 dB< z < 80 dB, asz increases, the IEEE
from the IEEE 802.15.4 traffic. 802.15.4 CCA failure rate decreases, which confirms thaemor

As z increases, we expected the IEEE 802.11b throughpEEE 802.15.4 packets were sent out indeed and thus the IEEE
to increase as well because of the weakening IEEE 802.18@2.15.4 packet loss ratio decreases.

Tx impact. However, we surprisingly found in Figl. 6 that as In Fig.[, for 75 dB< z < 84 dB, asr increases, the IEEE

z increases until about 75 dB, the IEEE 802.11b throughp8®2.11b throughput increases, which suggests the influence
actually decreases, which suggests that the impact of tE IEfrom the IEEE 802.15.4 Tx is getting less. It is because the
802.15.4 Tx on the IEEE 802.11b network actually increasdEEE 802.11b Tx/Rx are leaving the region where they are
By further investigation, we found that this happens beeausible to sense the IEEE 802.15.4 Tx.

as x increases, the missed probability of the IEEE 802.15.4Forz > 84 dB, asr increases, the IEEE 802.11b throughput
ED increases and consequently, more often the IEEE 802.1keg¢ps constant at its maximum, i.e. 6.82 Mbps, suggesting
Tx senses the channel idle and then sends out more packlets the IEEE 802.11b Tx/Rx are not able to sense the IEEE
than it should, which lowers the channel occupancy of tt892.15.4 Tx and therefore not affected by the IEEE 802.15.4
IEEE 802.11b traffic and thus the throughput of the IEEEx anymore. On the other hand, from the Hif. 8 we see that
802.11b network. As addressed in [8], with a high missdd the region ofr < 84 dB, the IEEE 802.15.4 Tx has a high
probability, ED is not a reliable CCA method. Especially, apacket loss ratio, which suggests it can sense IEEE 802.11b
the detected signal weakens, the missed probability of B8 gdraffic there.We therefore conclude the region wherer <
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84 dB is R1.We may further divide R1 into two subregions as From the curve ofy = 32 dB case in Figl]8, we can see
R1,1 (x< 75dB) and R1,2 (75 dB x < 84 dB), illustrated in that for 32 dB< = < 65 dB, asz increases, the |IEEE
Fig.[8. R1,2 is the transition region, where the IEEE 802.1802.15.4 packet loss ratio keeps approximately constdm¢hw
Tx is leaving the region in which it is able to sense the IEEEuggests that the decrease in the channel access failutes at
802.15.4 nodes. IEEE 802.15.4 Tx and the increase in the receiving failures

Note that the curve of) = 212 dB case in Fig.18 is not at the IEEE 802.15.4 Rx are comparable, shown as the curve
monotonic. We see that when> 80 dB, there is a “hump”, of y = 212 dB case (channel access failures only) and the
i.e., the IEEE 802.15.4 packet loss ratio goes up first untiirve of “Difference between the cases of y = 212 dB and
x = 83 dB and then goes down again till to zeromat= y = 32 dB” (receiving failures only). Besides, representing
98 dB. The “hump” is because the IEEE 802.11b Tx anithe receiving failures only, the curve “Difference betweka
Rx are leaving R1, as shown in F{g. 6, and therefore gettitgses of y = 212 dB and y = 32 dB” also shows that there
less influence from the IEEE 802.15.4 traffic, which resultsre 25% - 35% IEEE 802.15.4 packets lost because of the
in more IEEE 802.11b packets sent out and therefore maezeiving failures even in R1, which is due to the imperfect
IEEE 802.15.4 channel access failures. Eor 83 dB, asx |IEEE 802.11b/g CCA. That is, given a perfect IEEE 802.11b/g
increases, although more IEEE 802.11b packets are sent @EA, as IEEE 802.15.4 nodes seize the channel and send
these packets cause only decreasing IEEE 802.15.4 champaalkets, IEEE 802.11b/g nodes always defer and therefore
access failures because of their weakening powerazFar98 do not cause any transmission collision. In practice, h@nev
dB, the IEEE 802.15.4 packet loss ratio equals zero, whielithough thanks to continuously sensing the channel in very
means that IEEE 802.15.4 Tx cannot sense IEEE 802.1dhort duration € 15 us and 4us for IEEE 802.11b and IEEE
traffic anymore and therefore does not suffer from the chlan@®2.11g, respectively), the performance of IEEE 802.11b/g
access failures. It is confirmed in Fig. 7, where we can sde ti@CA is better than that of IEEE 802.15.4, it is still likely
the IEEE 802.15.4 CCA failure stays zero for> 98 dB. to fail to detect some of IEEE 802.15.4 transmissions.

It is worthy of noting that according to [2] [3] [5], IEEE For 65 dB< x < 75 dB, the IEEE 802.15.4 packet loss ratio
802.15.4 WSNs has little impact on the IEEE 802.11 WLANdecreases since the channel access failures decreaséy,sharp
performance. This conclusion is true in general, but may natile the receiving failures keep almost constant.
hold in some cases. For example, in Hifj. 6, we see that forFor 75 dB < z < 80 dB, the dominant receiving failure
70 dB < = < 80 dB, the IEEE 802.11b throughput is abouincrease accounts for the increase in the IEEE 802.15.4epack
6.2 Mbps, approximately 10 % less than its maximum, i.éoss ratio.

6.82 Mbps. In case of poor quality IEEE 802.11b links and For 80 dB< z < 84 dB, the channel access failures increase
a heavier IEEE 802.15.4 traffic, the IEEE 802.11b throughpdther than decrease as usual. It is because the IEEE 802.11b
will get even lower. Tx and Rx are leaving R1, shown in Figl 6, and getting

Although R1 has been identified, to reveal more details @dss influence from the IEEE 802.15.4 traffic, much more
the coexistence behavior of IEEE 802.11b and IEEE 802.13E2EE 802.11b packets are therefore sent out, causing a sharp
networks, with an emphasis on the impact from the IEEiacrease in the channel access failures at the IEEE 802.15.4
802.11b traffic on the IEEE 802.15.4 network, we furtheéFx. Moreover, the receiving failures also increase. Thomesf
measured the IEEE 802.15.4 packet loss ratio in the follgwithe IEEE 802.15.4 packet loss ratio increases.
case. For 84 dB< x < 98 dB, the receiving failures are slightly

2) y = 32 dB In this case, the IEEE 802.11b Tx anddominant, which accounts for the slightly increased IEEE
Rx influence not only the IEEE 802.15.4 Tx but also th802.15.4 packet loss ratio.

IEEE 802.15.4 Rx. As a consequence, the IEEE 802.15.4For x > 98 dB, the IEEE 802.15.4 packet loss ratio keeps
packet loss is not only due to channel access failures ahigh value close to 100%. In this case, only the receiving
the IEEE 802.15.4 Tx but also to receiving failures at thfailures exist as there are no channel access failures aymo
IEEE 802.15.4 Rx. Because of the imperfect CCA effect Given the detailed discussion about the coexistence bahavi
described in Sectidn IV-A1, as increases, the channel accessf IEEE 802.11b and IEEE 802.15.4 networks above in R1,
failures decrease (The only exception happens for 80<dB the identification of R3 and R2 is straightforward as follows

x < 84 dB, which will be discussed later.) and the receiving o

failures increase. More specifically, asncreases, more often B-  R3 Identification

the IEEE 802.15.4 Tx senses the channel idle and therefordrom the curve ofr = 212 dB case in Fid.]8, we see that
transmits more packets than it should be and the chanaslz > 98 dB, the IEEE 802.15.4 packet loss ratio owing
access failures therefore decrease. However, on the adhel; hto the channel access failures goes down till to zero, which
most of these packets will collide with IEEE 802.11b packetaeans that IEEE 802.15.4 Tx cannot sense IEEE 802.11b
and the receiving failures therefore increase. Whether ttraffic and therefore does not suffer from the channel access
overall IEEE 802.15.4 packet loss ratio increases or deegga failures anymore. It is confirmed in Figl 7, where we can see
depends on which change is dominant, the decrease in that the IEEE 802.15.4 CCA failure rate goes down till zero
channel access failures at the IEEE 802.15.4 Tx or the isereasx > 98 dB. We therefore conclude that in the region where
in the receiving failures at the IEEE 802.15.4 Rx. x > 98 dB, neither IEEE 802.15.4 nodes nor IEEE 802.11b
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not vice versa

(6]

nodes can sense the other, but IEEE 802.15.4 nodes may s&é]l
suffer from the IEEE 802.11b interference, which is exactl
what R3 defines. Note that R3 98 dB here is 3.7 dB more
than that we have calculated, i.e., 94.3 dB and this diffegen [°]
may be attributed to the errors in the measurement and/or the
hardware implementation. [10]

C. R2 Identification

For convenience, Fi@] 6 is superimposed on [FEig. 8, resulting
in Fig.[9. We can see that in the region between R1 and R3, i.e.,
84 dB< = < 98 dB, there are still some IEEE 802.15.4 packets
loss owing to the channel access failures, which suggests in
that region, IEEE 802.15.4 Tx can still sense the IEEE 802.11
Tx/Rx, while notvice versaThis is exactly the region which
R2 defines.

Upon till now, all R1, R2 and R3 are clearly identified and
the coexistence model in [6] is validated by our experiments

V. CONCLUSION

As an extension of the previous work, experiments on the
coexistence issues between an IEEE 802.11b WLAN and
an IEEE 802.15.4 WSN were conducted. The experiments
clearly validated the coexistence model we proposed before
and therefore confirmed its usefulness in the explanatiah an
prediction of the coexistence behavior of IEEE 802.11b/g
and IEEE 802.15.4 networks. Furthermore, we gained more
insights on the coexistence issue from the experiments, for
example, the imperfect CCA effect, which could cause both
IEEE 802.11b/g and IEEE 802.15.4 nodes to fail to detect
the ongoing packet transmission in the channel and therefor
cause the transmission collision. For another example, the
experiments showed that in some cases, IEEE 802.15.4 WSNs
may have a non-negligible impact on the performance of
IEEE 802.11b/g WLANs. We believe that based on such
a thoroughly understanding about the coexistence issue, ou
coexistence model is helpful for researchers to resolve the

coexistence issues between IEEE 802.11b/g WLANs and IEEE
802.15.4 WSNs.
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