
Secure electronic content distribution is essential.

Willem Jonker and Jean-Paul Linnartz

he interest in digital
rights management
(DRM) mainly started
from the vision that the

Web would become a new digital trad-
ing infrastructure for content. As it is evi-
dent from the piracy via the Web, security
and content protection are essential [1]–[3].
This has triggered active research, new standards
[4]–[9], legislation [10]–[12], and products in
Web-based DRM technologies from Intertrust [13],
IBM [14], Sony [15], and Real Networks [16]. Earlier
on, content owners, the consumer electronics (CE)
industry, and consumers were already in discussion
about the protection of digital assets. This has resulted
in media-related copy protection mechanisms for opti-
cal discs [18]–[22] as well as in conditional access sys-
tems that support current pay TV services [23], [26],
[27]. The focus and priority changed with the advent
of Web music exchange services like Napster [49].
Since important stakeholders see their business at risk,

they call for secure distribu-
tion of electronic content [12].

It is exactly here, where the Web
and the CE devices meet, that DRM

is entering the CE world. Besides the
extended availability of (Internet) net-

working, the availability of mass storage at
low cost made it interesting to exchange con-

tent. The rapid improvements in compression
(MP3, MPEG-4) further enhanced the opportuni-

ties for new businesses in distribution of entertain-
ment content and at the same time accelerated the
need for protection.

Technically speaking, DRM may be regarded as an
extension of copy protection measures. However,
DRM and copy protection fall under a different regime
and different regulations. For the copy protection of
mass-distributed content (broadcast, CD, etc.), the
definition of user rights, e.g.,“fair use,” has become
quite clear over the years and the scope of acceptable
measures is reasonably well defined. For instance, copy-
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protection states are time variant. On the other hand,
DRM controls content for which the consumer and the
rights owner set up an individual contract that can con-
tain much more restrictive usage rights. DRM systems
in general allow for usage rights that change over time
(e.g., number of times or days left to play content).
Another distinction is that DRM usually refers to
closed systems. 

The Current CE Environment 
and Its Content Protection Technology
The current home CE environment consists of rather
isolated devices that all have their own specific content
formats. Although network-based distribution is
emerging, the packaged media such as CDs and DVDs
play a dominant role in the current distribution of
audio and video content. Judging by the recent suc-
cessful introduction of new disc formats such as the
rewritable DVD+RW and Super-Audio CD (SA-CD),
we do not expect this to change rapidly. As the protec-
tion of audio and video content on packaged media will
remain important, future DRM solutions will have to
take packaged media into account.

The encryption of content is an essential element of
a strong secure storage system. Nonetheless, several
approaches exist that are based on in-the-clear content.
The prime motivation is the market dominance of lega-
cy media and players, such as the CD, that generate
almost all of the revenues in their segment. Although
the standard for the CD is described unambiguously,
some recently released titles intentionally divert from
this standard, in the hope that CE players flawlessly
play the content, while PC-oriented disc drives face
problems reading the disc [3]. These technologies face
legal and technical challenges: circumvention methods
appear to be reasonably low-tech on PCs and some CE
devices suffer from playback problems with legally
obtained content as these products do not adhere to
licensing conditions.

Most new solutions for content protection are based
on a few core technologies, such as cryptography and
watermarking, and in future presumably also on finger-
printing.

Cryptography-Based Content Protection
Cryptography-based content protection has two ingre-
dients: encryption algorithms and key management. In
a CE environment there are two major challenges: 1)
the development of encryption, authentication and key
management algorithms with low resource (power,
CPU, storage) requirements and 2) the development of
mechanisms for secure storage of keys, both in devices
as well as on media. The economic model for CE prod-
ucts differs essentially from that of PCs. The relatively
long life cycle, and the strong pressure on lowering the
bill of material, typically leads to highly dedicated
implementations with little flexibility. On one hand this
facilitates secure and tamper-resistant implementation,

while on the other hand it limits the upgradability of
security measures. 

Cryptographic algorithms are a mature area of
research [40], [41]. However, copy management can-
not easily be formalized into “Alice and Bob” proto-
cols, as commonly studied in cryptography. In fact,
Alice, in our case the content owner, intends to sell
information to an unreliable customer Bob, without
allowing Bob to further disseminate this information.
Evidently there is no cryptographic or information the-
oretical solution to this problem. Nonetheless, interna-
tional standardization efforts have recognized that a
workable way to redefine the problem is as follows:
Alice sells digital data to an unreliable Bob, who can
only process this data on a trusted device. The protec-
tion relies on Bob’s inability to access the data directly.

Cryptographic Algorithms for Media Protection
Encryption of content was first used at large scale in
the DVD video standard [20], [18], [21], using the
content scrambling system (CSS) for encryption and
key management. The encryption operates over 
40 b, but the effective key length of the cipher is in the
order of 8–16 b. The effect of its protection primarily
comes from the enforcement of licensing rules rather
than from a technical hurdle in its own right. CE prod-
ucts largely adhere to the copy protection methods.
According to the U.S. Digital Millennium Copyright
Act (DMCA) [10], the use and dissemination of the
DeCSS code to circumvent CSS is illegal. Since PC
software packages to “back up” a DVD are commer-
cially available, increasingly many countries adopt simi-
lar legislation. Presumably, new generations of
standards will rely on stronger encryption of content.
For instance, SA-CD, the successor of the popular
audio CD, encrypts its digital music signal that is
placed on an optical disc with DVD-like physical prop-
erties. For recordable discs, two systems are available,
namely the copy protection for recordable media
(CPRM), often referred to as 4C reflecting the four
companies IBM, Intel, Toshiba, and Matsushita [19],
and the protected data storage system (PDSS) by
Philips and Sony [22]. Both systems are generic in the
sense that the solution also works for other media, such
as hard discs or flash memory cards. For instance,
secure digital (SD) flash cards uses CPRM. Meanwhile
Sony promotes Magic Gate [12] to protect content on
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flash memory cards, and Microsoft bases content pro-
tection on their Window Media Player.

Key Management on Media
Whenever content is encrypted, preferably the decryp-
tion keys partly come from a secure environment inside
the player (otherwise any hacker could create a noncom-
pliant player that contains the same secrets as a compli-
ant one, thereby being able to misuse the content) and
partly from a secure segment of the disc (otherwise a bit-
by-bit clone of the encrypted content would play on any
player that plays an original). Technologies for embed-
ding unique identifiers on optical disc, such that con-
sumer writers cannot mimic these, have been
introduced. CSS relies on the inability of the firmware to

access the lead-in areas of video DVDs. SA-CD uses a pit
signal processing physical disc mark (PSP-PDM).
Another example is the wobble key, which is a radial
modulation of the location of the data track on the disc
[38]. Such techniques essentially improve existing stan-
dards for prepressed discs as the storage of disc keys is
better resistant to attacks. A further step is the embed-
ding of a contact-less smart-card chip into a disc [39].

Figure 1 presents an early, publicly released version
of CPRM. When CPRM device records incoming
video, it generates title keys Tk(n) and uses these to
encrypt the video, before formatting it into sectors and
writing these to the disc. The title tey itself is also
encrypted and stored in the disc sector headers. The
key to encrypt the TK consists of a disc-unique ID,
obtained from the burst cutting area (BCA) on the disc
and by a disc key Dk . The disc key (DK) is specific for
each disc and can be obtained from the media key
block (MKB), using a player-specific key. The MKB is
structured to allow reconstruction of Dk by any com-
pliant nonrevoked device, even though all devices have
different keys. The player derives Dk from the same
MKB and its own player key, and then it derives title
keys using the BCA code and the disc key Dk to
decrypt the appropriate fields in the sector headers.
Revocation appears to become a relevant feature for
new systems. Compromised devices can be excluded
(i.e., revoked) by distributing a new electronic key
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� 1. Schematic diagram of CPRM content protection on a recordable optical disc.
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block (EKB) that gives the required keys to all devices
except the compromised ones. Updated EKBs can be
distributed via pre-pressed discs or via EMD services. 

Figure 2 illustrates how the PDSS uses a hierarchical
key management solution to supports right manage-
ment for each individual asset, i.e., for every content
file. PDSS generates a key locker key from a number of
hidden identifiers in the optical disc, namely a disc-spe-
cific secure identifier, and a key from a hidden-channel
for the asset file, that also verifies the compliance.

Each device contains a device key, which is used to
calculate a common secret from the key locker. The key
locker key, together with the key locker, generates a
128-b DK and digital asset rights. A DK is used to
decrypt the asset data sector.  Protected assets are re-
encrypted in the drive. This allows the use of different
security solutions tailored to the specific treats of the
(hardware) interface between disc and drive and those
of the (software) interface between drive and PC. Not
only assets can be delivered to a PC application but also
the digital rights for a DRM application. For CE appli-
cations, where the electronics implementation inher-
ently is more robust, the reencryption is omitted.

Watermarking-Based Content Protection
Content eventually needs to be presented in the clear
to the human consumer. While the link protection of
digital content can be extended all the way to digital
monitors and speakers, eventually an analog signal (that
inherently is vulnerable to copying) must be created.
Additional protection is needed to prevent that this
analog signal can successfully be offered to a (compli-
ant) recorder, as if it were the user’s personal creation. 

Watermarking technology allows the embedding of
hidden data, e.g., copyright information, in the digital
content [32]–[39]. While cryptography is applicable
only in the digital domain, in the analog
domain watermarking is the more effective
content protection technology. Cryptography
behaves as a protective envelope that pre-
vents unauthorized access, but once the con-
tent is decrypted the protection is completely
removed. In contrast to this, detectable rem-
nants of watermarks are more likely to
remain after an attack. That is, even though
an attacker manages to “remove” a water-
mark in the sense that a particular detector
during a particular test does not see the
watermark, that does not mean that other
detectors (particularly future ones) do not
recognize the watermark. It is now well rec-
ognized that cryptography and watermarking
complement each other and these technolo-
gies are both essential to prevent major leaks. 

Watermarking for DVD: Play Control
In 1997, the DVD Copy Protection Tech-
nical Working Group (CPTWG) started to

discuss the use of watermarking [18], [20], [21]. Its
DataHiding SubGroup (DHSG) defined requirements
for a system that should execute “play control” of
DVD discs. Rather than only checking the copyright
status during the recording of video, the idea was to
verify the status also during the playback. Watermarked
content is released on prepressed (ROM) discs, but its
appearance on recordable (R, RW) media indicates that
an illegal copy was made. The watermarking system
under discussion is at the same time designed to be
simple and to satisfy all requirements with respect to
perceptual quality and robustness. 

Watermarking for SDMI Audio: Content Screening  
The use of watermarks for audio was discussed in the
Secure Digital Music Initiative (SDMI). The intention
was to define a system that prevents redistribution of
content over the Internet. Original released music con-
tains both a fragile and a robust watermark. During the
(MP3) compression of the music the fragile watermark
vanishes. An SDMI-compliant device would always
combine the compression with an encryption that
binds the content to the compliant domain of the legit-
imate user. PC and consumer devices accept to import
music with both watermarks but refuse to handle in-
the-clear music that contains a robust watermark but
no fragile watermark, as this was deemed a copy that
was illegally distributed over the Internet. After scien-
tific attacks [35], negative publicity about the user
friendliness of the solutions and a lack of business inter-
est, SDMI became dormant.

Fingerprinting
An important drawback of watermarking is that the
embedding process needs to change the content, which
makes it useless in the case of already released content.
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� 2. Schematic diagram of PDSS content protection on a recordable optical disc.
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Fingerprinting (see, for example, [42]–[45]) is a new
technology that can be used for content identification.
The prime objective of multimedia fingerprinting is to
establish the perceptual equality of two multimedia
objects: not by comparing the (typically large) objects
themselves, but by comparing the associated finger-
prints. The fingerprints of a large number of multimedia
objects, along with their associated meta-data (e.g.,
name of artist, title, and album) are stored in a database.

Broadcast monitoring is probably the most well-
known application for audio fingerprinting [47]. It
refers to the automatic playlist generation of radio, tele-
vision, or Web broadcasts for purposes such as royalty
collection, program verification, advertisement verifica-
tion, and people metering. Another application is filter-
ing, i.e., active intervention in content distribution for
instance in a file sharing service. Starting in June 1999,
users who downloaded the Napster client [49] could
share and download a large collection of music for free.
Later, due to a court case by the music industry,
Napster users were forbidden to download copyrighted
songs. In May 2001 Napster introduced a fingerprint-
ing system [46], which filtered out copyrighted materi-
al. Owing to Napster’s closure only two months later,
its effectiveness is not publicly known. 

Content Protection in the 
Future Networked CE Environment
The content protection technologies discussed so far
focus on disc copy protection. Although discs will
remain an important content distribution channel in the
future, the arrival of the Internet has introduced a wide-
ly accessible new content distribution channel: electron-
ic content distribution via the network. While electronic
audio and video distribution is currently mainly targeted
to the PC, CE manufacturers are starting to deliver
Internet connectivity directly into their products, such
as Internet radios, home cinema-sets with Internet con-
nections, and high-end TVs with Internet connections.
The large-scale availability of Internet-connected CE
devices will certainly accelerate the growing importance
of the electronic content delivery channel. In addition,
growing storage capacity and more efficient coding
techniques like MP3 and MPEG4 enable the exchange
of large amounts of digital content. However, content
providers are reluctant to make their premium content

available if no adequate content protection mechanisms
are in place. This explains the growing interest in DRM
in the CE industry as a way to guarantee the flow of
premium quality content to their devices.

Digital Rights Management
DRM originated from the Internet community where
people understood that the Internet had the potential
of becoming the digital marketplace of choice for the
trading of digital items. Just like any marketplace, the
digital marketplace needs rules for trading and use of
digital items. So DRM can be seen as the whole collec-
tion of commercial, legal, and technical measures to
enable trading of digital items on electronic infrastruc-
tures. As the digital marketplace appeared to be ideal for
automating most of the DRM, DRM systems emerged.
Although DRM systems are still in their infancy, a num-
ber of common elements can be identified.
� Digital item description formalism—the description
formalism is used to describe the digital item. MPEG-
21, particularly, has an elaborated description formal-
ism that supports description of complex and
composite digital items. In the CE domain the focus is
mainly on audio and video content and as a result sim-
ple item identification suffices.
� Rights language—rights languages like XrML [9],
ODRL [51], and LicenseScript [52] are used to express
how (and by whom) digital items may be used. DRM
rights languages are often expressed in XML. Since for
digital items in general there are many possible situa-
tions, DRM rights languages tend to be complex.
There is a continuous discussion about this complexity
in the CE domain. First of all, in the case of content
protection, the focus is mainly on a limited set of
manipulations that need to be addressed, such as play-
ing, copying, etc. In addition, CE devices often distin-
guish themselves from computers in their ease of use.
And thus, complex DRM rights are not what con-
sumers expect of CE devices.
� Licenses—licenses are used as a mechanism to distrib-
ute rights (that are expressed in the rights language). By
bringing a license and a digital item together in a
device, the device can inspect the right to see what it
may do with the digital item. In some cases licenses also
contain keys needed to access the digital item.
� Content protection scheme—most DRM systems rely
on cryptography to protect the content. In this case
there is a need for an additional key distribution scheme,
for example, by means of licenses. Some DRM systems
rely on watermarking; in this case content is in the clear
and the system completely relies on compliant devices.
� Device compliancy—DRM systems rely on device
compliancy to function properly. Device compliancy
requires that devices that implement (part of) the
DRM functionality function according to the “rule”
imposed by the DRM system. This means that devices
do not access digital items in case of absence of a
license and also that they do not carry out operations
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on digital items that are not allowed by the associated
rights (e.g., copying or sending content in the clear
over nonprotected links).
� Device robustness requirements—since devices mani-
pulate licenses, rights, and keys, the manipulation and
storage of these items needs to take place in a secure
environment. As a result DRM systems impose hardware
and software tamper resistance requirements on devices.

DRM in the Networked CE Environment
For CE devices, the (free to air) broadcast system is
the dominant network. Currently, DRM hardly plays a
role, except for conditional access systems used in pay-
TV. However, with the advance of digital TV, the dis-
cussion on content protection of broadcast content is
taking off as can be seen in the adoption of the broad-
cast flag in the United States [29]. Next to the broad-
cast network, the broadband network (the Internet) is
becoming an important content delivery channel in
the future as has been described above. Currently most
of the DRM work in the CE domain is concentrated
here. Finally, there is the mobile network. Although
currently mostly used for telephony and short messag-
ing, we see emerging content delivery in the form of
ring tones and images, which has raised the interest in
DRM also in this domain.

DRM in the Broadcast Domain
The only widespread form of content protection in
broadcast is that of conditional access (CA) systems.
CA systems rely on cryptography as a basis. The sys-
tems use SetTopBoxes and smart cards as secure
devices. Content is encrypted at the source and
decrypted in the STB using the secret keys stored in
the smart card. Most of the work has been carried out
in MPEG-2 and MPEG-4 and is centered on encryp-
tion of MPEG-2 transport streams and the MPEG-4
IPMP system [27].

Figure 3 gives a high level overview of the MPEG-2
TS encryption and decryption in a typical CA system.
The system is hierarchical; at the highest level there is the
content that is encrypted using a con-
trol word contained in the so-called
entitlement control message (ECM).
This ECM also contains the content
ID to be used at descrambling time
to associate the right control word
with the right content. The ECM is
encrypted using an authorization key
that is contained in the entitlement
management message (EMM). As
well as the ECM the EMM contains a
content identification. The EMM is
encrypted by means of the user key.
At the decoding side, this key is
stored in the smart card.

As stated above the advance of
digital TV leads to a renewed inter-

est in content protection and DRM in the broadcast
world. Most activities take place in DVB-CPT [26] and
TV-ANYTIME [23]. The discussion there is focused
on two major themes: how to evolve from copy protec-
tion to DRM and how to extend the protection
beyond the STB into the home network (see below).

DRM in the Broadband Domain
DRM in the broadband domain is currently mainly PC
dominated with players such as RealNetworks,
Microsoft, Apple, and IBM. In the audio domain, we
see that after an initial period of legal fights against
peer-to-peer networks, electronic music distribution
services are emerging that also can become very rele-
vant for CE devices. Figure 4 shows the architecture of
a typical PC-centered electronic music distribution
EMD service, namely that of RealNetworks.

More recent PC centered systems such as, for exam-
ple, Apple iTunes [17] or Sony Open Magic Gate [15]
extend the system in Figure 5 towards download of
content from the PC to portable CE devices such as
MP3 players or to discs. For the time being these are
proprietary solutions (iPod, Magic Gate memory
sticks). However, any full CE DRM solution will
require a uniform DRM architecture, independent of
the specific distribution channel, content type, and
medium format. Such a solution will have to be end-to-
end, in the sense that it will have to guarantee protec-
tion of the digital content all the way from the
production source, over the distribution channels up
till its destination in a CE device: being it either storage
on fixed or removable media, or rendering. The CE
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� 3. Content encryption in MPEG-2 CA.
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industry is slowly entering this domain. Issues that are
high on the CE agenda are: reduction of the complexi-
ty of XML based rights languages, tamper-resistant
hardware and software solutions both in the PC and
CE domain (for example the activities in the Trusted
Computing Group [30], [31]), lightweight DRM
clients that can be deployed on resource constrained
CE devices, and compatibility with disc formats.

DRM in the Mobile Domain
Content distribution in the mobile
domain is still rather limited; howev-
er, with the growing bandwidth of
mobile systems, DRM will become
an issue here as well. For this reason
the Open Mobile Alliance (OMA)
[8] is developing DRM solutions.
OMA DRM version 1 supports
three content download modes as
depicted in Figure 4. The simplest
mode is the “forward lock” (left)
where the content is just down-
loaded via WAP download without
additional security measures but the
compliance rule that this content
may not be forwarded to other

devices. The second mode (middle) is the “combined
delivery” where in addition to the content some rights
are WAP downloaded. The compliance rule to be
obeyed is that the device respects the rights. Finally,
there is the “separate delivery” mode in which there is
content encryption and separate delivery of the rights
including the key. It is clear that the security deployed
here is very weak, so OMA is currently specifying a sec-
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� 5. RealNetworks PC centered EMD system.
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ond version with public key cryptography to improve
security of delivery.

Home Networks
The inclusion of (mainly wireless) network interfaces in
CE devices leads to the establishment of home networks.
Up till now content protection in home networks, e.g.,
the 5C scheme [28], has mainly focused on physical link
and storage protection. However, there is a growing
awareness that content protection and especially DRM
should be addressed at the middleware of even at the
application layer. This explains, for example, the growing
interest in DRM support in Universal Plug and Play
(UPnP) [24]. Most prominent however is the work on
authorized domain (AD) as explored in DVB [26].

An AD is a protected home network environment
where content can freely float around and be con-
sumed; content import and export from such a
domain, however, takes place under strict control of
the DRM system. Although the original idea was to
have no DRM control inside the AD, more recently
some DRM control is introduced to support rental
models where content will automatically be removed
from the domain after a certain period of time.

There are different ways of realizing an AD. An
example is the copy protection system archi-
tecture (CPSA) [25] that combines 4C
media protection [19] with 5C link protec-
tion [28] technologies to provide a protect-
ed home network. Figure 6 illustrates a
protected home network.

Another way of realizing an AD is
Thomson’s SmartRight [53] system. Rather
than exploiting media and link protection,
SmartRight builds upon the conditional
access approach. Each device in the home
network is equipped with a smart card that
contains the key to decrypt the encrypted
content stream. Upon entrance in the home
the SetTopBox replaces the ECM of the CA

stream with a local ECM (LECM). This LECM is
unique to the home network and in such a way the
content is “bound” to this specific home network.
Currently SmartRight is mainly broadcast oriented.
The system setup is depicted in Figure 7.

At Philips Research, the authors explore various
solutions for an AD implementation. One of these is
the device-based AD, which defines an AD as a collec-
tion of devices belonging to a specific household [50].
The system is neither targeted to a specific content
delivery channel nor to a specific content type. The sys-
tem uses certificates and a public key cryptography as
its underlying content protection mechanism. 

Figure 8 shows the certificates and keys stored in a
compliant and AD member device, respectively. A com-
pliant device has a CA root certificate to “proof” com-
pliance and a device certificate for authentication
purposes. Once a compliant device becomes member of
a specific AD it stores the specific certificate chain that
allows it to proof its AD membership.

Free content exchange between devices is only
allowed for devices in the same AD (e.g., home net-
work); this is ensured through a symmetric domain
membership verification protocol based on the
domain certificates.

IEEE SIGNAL PROCESSING MAGAZINEMARCH 2004 89

� 6. CPSA in a home network.
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Content is always bound to a specific device in the
domain. Encrypting the content with the public key of
the specific device does this. In this way only the device
can access the content by using its private key. By using
a key hierarchy, laborious reencryption of the content
itself can be avoided.

At Philips Research several prototypes of AD systems
exist, and currently a demonstration implementation
on the Philips Internet-connected Streamium devices is
being developed.

Finally, we mention the IBM home network protection
scheme xCP [55] based on broadcast encryption [54] as
another alternative home network protection scheme.

Summary
In the current CE environment we see many activities
in content protection and DRM, which could lead to a
situation with many (conflicting) standards and unnec-
essary limitations on the flow of content over various
devices. As a result, the main challenge in the CE envi-
ronment is to develop DRM solutions that allow inter-
acceptable exchange of content that is acquired via any
of the main distribution channels to the customer,
being discs media, broadband, broadcast, and wireless.
To achieve this, a number of important architectural
and research issues have to be resolved, including:
� development of an overall DRM architecture
� development of a standard DRM solution for home
networks
� development and enhancement of existing copy pro-
tection techniques

–enhance medium-based techniques to support per-
sonalization and rights management

–enhance storage and link protection to support
DRM

–develop a solution to close the analog whole.
These solutions can only emerge through tight

cooperation between the stakeholders and through the
development of open standards.
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� 8. Security elements in devices.
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